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Security manager - <¥! e

Information security manager - <l slal) Oal e
Network security administrator - 4Suill (el J 55
Systems security administrator - Lol gl Jspane

Information systems security officer - <ila slzall akai ¢l Il

 F F F ¥

IT security administrator - <le sleall L 51 535 (el 5 500

(MAPs & Tools) &l A g <l g

La Aagall <l 52N (any

usernames
tepdump printer and computer names
— FOCA / aiftool “f——————————————
tshark Sniffing Traffic ————————————— folders
snort software
network relays s - - emails
manual verification |~ ncat & Maltego / Netglub [ phone numbers
communication with ss! services - names

emails

harvestor
L subdomains

|ReferWebApps mindmap, - identified web applications

Public Information

who social networking sites
finger whois db search
enumeration Y
NIS - ypcat —————— whois and dns info | robtex
Idapsearch serversniff
fetc/password
—————————| credentials
Jetc/shadow | —————— -
udp-proto-scanner
ps
| uop
vi |e Cmd Line Fast UDP using metasploit
Linux / Unix
Jetc config files Def TCP
CISecurity benchmarks good practices T NMap Full TCP
nis © audit Detailed scans on specific ports found
LA G with version and seript scans
ort Scans
wmic
net commands
sc
forloops |~ Cmd Line Nessus
reg — OpenVAS
e © Ama dikar NMap NSE
Refer CommandLineKungFu i
B Vulnerability Scans
user2sid & sid2user (&
getacct
enumeration a
winfingerprint (4
enum o
Windows
creddump ~_ a . . §
LSASecretsDump -
meterpreter |- Credentials .
Port / Service Checks
fgdump
whosthere
ClSecurity benchmarks  ~ good practices msf
meterpreter
metasploit ~{——————
it
john & distributedjohn armitage - .
i - msfxb 13 | 4Aal.a
cain and able
ophcarck - rainbow tables ya exploitdb packetstorm search - [BEiElBrowserPlugins mindmap
fgdump Exploitation ncat relays
pwdump —

Password Analysis

Refer Bernardo’s Password Hashes Dump Tools sheet
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Secure Socket Layer
Ciientiess
Can be used with ju:
Portable
Traffic encrypted using SSL or TLS protocol
Certificates

Smart Cards |
Credentials (username and password)
esources accessible viaa potal page
The portal consists of a single page
After authentication, the page presents the finks to other resources | Portal VPN
Advantages: flexible and chentiess
Disadvantages: restricted to web based resources.
Any IP based traffic_ Can handie active and non-web based content also
Al raffc is tunneled using a non-standard SSL tunnel | Tunnel VPN
Requies software or a plugin 1o be loaded
Before access s granted
Could aso be rerun during a session_|
Checks compiance of the system y policy
Controls could be altered according to the resut
Different OS, browsers, access location and hardware _ Application and client interoperabilty
Should do the required transiation to each application supported Client/server appacation support
Privileges required to install plugin/software  Network extension
Public and unmanaged systems Challenges.
Compromised systems feeding false results | Endpoint security
Sanitisation after session termination

Tunnel VPNs needs installation

web browser

Two types

Host integrity checks _ Can provide end point security controls

Variations.

Datagram Transport Layer Security (DTLS)
Detogren Tntapor Laver Seviy O
g

J
http://csrc.nist. gov/publications/nistpubs/B00-113/SPB00-113.pdf _ NIST SP800-113: Guide to SSL VPN

IP Security

OSiLayer 3P Layer |
Suite of security protocols

UDP 500 Port
http:/tools. iet! org/Mtmi/rfcd301 RFC 4301
Can protect all the higher layer protocols

Provides authentication
ng wir ique  Protects attacks

Operates directly above IP
1P protocol number 51

NEXTHEADER  PAYLOAD LENGTH RESERVED

SECURITY PARAMETERSINDEX (SP1)

SEQUENCE NUMBER FIELD

INTEGRITY CHECK VALUE-ICV (VARIABLE)

http://tools.jetf.org/himlirfcd302 - RFC 4302
Provides authentication
Provides integrity and confidentiality
IP protocol number 50

SECURITY PARAMETERS INDEX (SP1)

SEQUENCE NUMBER

Encapsulating Security Payload (ESP)
PAYLOAD DATA (VARIABLE)
PADDING (0 — 255 BYTES)
PAD LENGTH NEXT HEADER
INTEGRITY CHECK VALUE-ICV (VARIABLE and OPTIONAL)
http://tools jetf.org/htmi/rfca303 - RFC 4303
Internet Key nge (KE)

establish, negotiate, modify and delete SAs  Internet Security Association and Key Management (ISAKMP)
Collection of algorithms and parameters
A pair required for bi-directional traffic
Points to SA DataBase in the packet  Security Parameter Index (SPI)
Used for using all the security functionality  ESP4+AH

Security Association (SA)

Not used as it is AreEsp e
RFC 4835 Encryption algorithms

L2TP with IPSec

hitp://tools.jetf org/tmlfc3193 - RFC 3193

Through IKE
Shared passwords
Pro-shared keys 1. IPSec SA formation

L2TP/PSec

Packets bylPSec - 3. of L2TP tunnel
using EAP

http://media, packetlife.ne/media/library/6/1Psec.pdf - IPSec Cheat Sheet

UAE_)}..A\

1 *2:3 Extonds the private network using the public network (Internet)

H st savings as It is much cheaper than dedicated lines
— Mobile users can access the required network resources

Introduction

VPN client manages the connection setup process
Client connect o ISP then to VPN server

Voluntary

pr
Chent connects to carrier who in turn creates the tunnel between
the client and the VPN server
=
| servers
Uses VPN FEP (Front End Processor)
Oniy payload is protected
Transport
‘Source and destination details visible
Tunnel - Entire packet is encapsulated
Main mode _Phase where connection parameters are negotiated

Negotiations. Faster way of negotiating connection parameters
PSec VPN Aggressive mode
Uses less number of messages for establishing connection

lient and connects them

VPNTester _not yet released

ike-scan, psk-crack __http://wsewnta-monitor.com/tools-resources/security-tooks/ike-scan
ike-scan-gpu_~_hitp://funoverip.net/2012/07/psk-crack-ike-scan-gpu-add-on/
Cain & Able__http-//www.oxid.t/cain.himi

Hashcat _http:/hasheat net/hashcat/

Ettercap __http://etiercap.github.io/ettercap/

THC-pptp-bruter___ http//www.the.org/releases.php.

IKEProbe — _hittp://vwiw.erow.de/downioad/ikeprobe.zip

IKECrack __htip://sourcetorge.net/projects/ikecrack/
IPSecScan__http://ntsecurity.nu/toolbox/ipsecscan/
VPNMonitor_~_htp://vpamonitor sourceforge.net/

FakelKEd __http://www.roe.ch/FakelKEd

PPTP___Point to Point Tunneling Protocol

L2TP__Layer 2 Tunnelling Protocol

Layer 2 Tunnelling Protocol
Develo; Gisco
Layer 2 Forwarding (L2F) 220D
Merger of { ion or
PPTP

0S| Layer 5 (implementation)
OSI Layer 2 (design)

Port ~UDP 1701
Version3 -~ RFC3931 _hitp//toos.iet.

Designed as an extension to PPP

e I Acsete Gonchbeon LAE)
—‘ L2TP Network Server (LNS)
LAC connects to LNS

Tunnel and session ids created during setup
Control Packets _ provided reliability features

Packets | o not provided resabilty features
rellability the intemal protocols.

ATM
Operation Frame Relay
X25

Compulsory L2TP Tunneling - User connects to LAC: LAC tunnels traffic to LNS.
&[Wwﬂmr\dlm User installs client/LAC
Traffic__Isolates traffic based on session __ Mullple virtual networks in the same tunnel is possible.
‘Abilty to transport Frame Relay, X.25. Ethernet and ATM over IP__Initial version restricted to PPP
No client requirod
L

Advantages | Compulsory L2TP Tunneling

Multiple virtual networks across a single tunnel

No support for encryption and authenticat LA
Disadvantages L2TP/IPSec

Gompuisory L2TP Tunneling __ Support for mobilty is ifficult

Point to Point Tunnelling Protocol

Developed by Microsoft and Ascend

Iitialy designed for dail-up access

08l Layer 2 (Data Link Layer)

Pot TGP 1723

[ Buit on top of Point to Point Protocal (PPP)

Stores data in PPP packet that are encapsufated in IP datagrams
Two step process

N 1. clients connect to ISP using PPP

Tunnel Creation [ 2, PPTP creates a TGP control connection
between the and the client

Ondy 2nd step i the client and server are on the same LAN
Password Authentication Protocol (PAP)

MS-CHAPY2 (default)
PPTP Extensible Authentication Protocol (EAP)
Securty _supports B
| E0UBRN "UpPE . Microso Pointto-Poit Enciyption
Packet Fitering
Advantages _Present by default in Windows__ Windows servers can also server as PPTP based VPN servers
inerable to MITM

Supports only single factor password based authenticat
| no standard authentication and encryption - incompatible clients

G B 5 el s ) sall
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BSSID - MAC of Wirelass Router/aP

| | ESSID ©  Network Name

De-authenticatian Attack

Channal

Impersonation Attsck Brosdcast Dissbled = Exeeption: Guest Wireless

Packet Flooding

\ ssID Taak Ins:

Discovery

Device Inventory

Toak mefkd

Taol: Aircrack-ng

Identify Perimeter and Location of APs Firmware Updates

Configuration Management
Iden! £l 5

Any Rogue Access Points )
Tool: InSs(Der

Sweeps

Ferformance Monitoring ©  Toot: TamoSoft Throughput Test

Client Software Updates = Toak WiFilEnum
Infrastructure Ad-hor Metworks

Toal Ekshau HeatMapger

Taol: Vistumisler

Wireless LAN Policy in place?

Palicy
1 controls an Clients Eg: AV, frewalls, HIDS

Record of User Awareness Trsining

Metrics
= Review Previous Audit Reparts

Request Metwork Diagram and Review the Architecture

name - non-cempany related

make it open [no eneryptian] | Setup Fake Access Paint
check if employees are connecting

Setup Fake AccetsPointith Smlr IO -

Create Replica Login Page

Browser explots |- Attack Connected Users (1 bowse) | (Gl W

User Education

1s Network Properly Segregated?

Adobe Reader

Saftware exploits
Microsoft Office

Encryption In Use?

Authenticaian In Use

Toal: Karmetasploit / karma Wiroloss DS, Firowall

Took FreeRADILS-WPE Network Any Defauht Infarmation - S5I0s, usernames, passwords, SNMP
Restrictions on Monagement nterfaces
Wirsshark Tools Me Eneryption . Physical Access Restrictions: Tamper Protection
Aircracaeng Tools S Connection Restrictions an Clients
v e+ et | B— ) Check MAC Fitering - Clone MAC of an authanticated divice
256 bits H Map Network Perimeter (Site Survey)

Signal Strength near the Borders
passphrase of & to 63 ASCI characters 5 5
————————————————— FsK(PreSharedKey) - Personal Design Reviews | Sanl |

54 Hex digits = Modes Took: Ekahau HestMapger

Toals, Ksmet and Kisheat.py

changes encryption keys -~ rekeying
Channel Utilisation

Channel
Took: Chanalyzer

PKI © EAP-TLS (Extensible Authentication Protocol)  ~ Entesprise

Alrcrack-ng
P

1

Backend = RADIUS / DIAMETER

Process

om WIF] Cracker Credential Creation
——— Validity

Cain and Abel

Authentication |

Cowpatty S5L - Toal SSLAuditor

Related Checks

Test Access ta Admin Page

aclHashcat-plus
Lightweight EAP Password Controls

Asteap Monitaring and Alens

Toals [ LEAP
THE-LEABeracker —

Avoid Uise = Alert -

Logs
Archival Process

Get Intermal Server 1P addresses.

Test Access o Interal Network | Ping of Telnel/ncat 1o Known Open Poris
Check Services on the Controllers

Corporate Server

EAP with TLS  © EAP-TLS

EAP with Tunnalled TLS = EAP-TTLS

Encryption

EAP with MDS Hash Function

Tool: eapmdSpass

EAP-MDS Methods 8021%

OpenDNS Server
40+ metheds s

Took: eapmdSerack

DIS Egress Filiers

Attempt Zone Transiar

Avoid Use = Alart

EAP with Pre-Shared Koy EAP-PSK 2 Access Inranet / [vtemal Applications

Access Public Mail Applications - gmail, yahos, hotail

FAP with Shared Passwors = EAP-PWD
Access 1o Social Matworking Sites - Facabook. twittar, youtuba, linkedin

EAP with Secure Tunnelling

Replaces LEAP |- EAP-FAST Access Other Web Legitimate Site fother companies or vendors)

Tool: hostapd-wpe Acesss Sites with Exploits (Hacking) - offensivesecurity, packetstorm

EAP based on IKE = EAP-IKEW2 Control Review | won egross Fiters | Access Anoaymous Web Browsing Sites - ananymizer com
802.1% Access Public Prory Servers
Protected EAP within TLS Tunnel Access 1o Sites via Google Cache
EAP-MSCHAPYZ PEAP |- Encapsalation Access Pamographis Sites - playboy

Access to Pomographic Images through Search Engines

Types

Access Gambling Sites - williambil, betdsir

Meighbours ~  Unrestricted Interet access throwgh neighbauring wireless natworks

Cannect/Reach Wirelss Natwarks from vM = -
S8 Wirsless Adapter
e bamos g a5 Teng ) SANS B0211 nep: /80211 Packet Reference Guide pdf
]) Wireless Pen Test Framework hitg: Lorg/Contents/Wireles: Pen® 20T
Enhance Signal for a Particular Notwork 1
Lo WiPA Packet Capture Explained = hitp.//wwwaircrack-ng org/doku phgTid=wpa_capture
Types ~
sntenna | Requirements Guides

Enhance Signal for Al Networks

| omi-directionsl

. Security -
Standards Councll -
o il
Check for other users on the network [ T Ty
Tool nmap. L

Test for Unauihorized APs

Segment Wireless Networks.

Network Physical Access Restrictions

Change All Defauts

WIPS ani Access Log Management

Strang Authent

ion and Encryption

Wireless Usage Falicy
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https://www.amanhardikar.com/mindmaps/Wireless.html
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MCSE s MCSA 3led Jis Microsoft S i (e dadie ilaglll a1 (Windows) Jsaig
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Juniper ¢ FireEye

AS 53 @l 0 28l (O Q) (e cell anl ) lsall (51 A jra pdaisi ol @ gial ) oS
8 el aaie il A sl IS Lagad (1 Y o1 5T jlil Y Ll G Cisco
(S i) B dadal alaee ae Jalail) (e i€t il il (e e 508 e ) oS el
47 dadba B Cisco 4S8 b clalgd Aa & ) B3 sl g alall o sgiall of Cua

e\ K TBAL C Fia jlusa
CCNA Cisco Certlfle.d Network Cisco
Associate
MCSA Mlcr9soft Certlfled Microsoft
Solutions Associate
MCSE Mlcros.oft Certified Microsoft
Solutions Expert
CCNP Enterprise Cisco Certlflefj Network Cisco
Professional
CCNP Security Cisco Cer-tlfled NetV\{ork Cisco
Professional Security
RedHat
Microsoft Azure Microsoft
AWS Certified Advanced Networking AWS
AWS Certified Security AWS
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https://www.flexcourses.com/courses/linux
https://www.flexcourses.com/courses/linux

Digital Fo‘re_nsic/ Incident Response (DFIR)
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file system holds all the files
boot sectors and partitions need to be identified / marked

TSK (The Sleuth Kit}
GUI for Sleuthkit ~ PTK
scalpel
foremost Incident Handling
=R File System Forensics " de e
Extra Tools o [ tneident Respanse.

M !

an exact copy of the hard disk should be taken giccciagy
this includes free space replication aiso

Copy should be in & format supported by other snalysis toals | Intro

copier should have forensic features like hash calculations
to maintain/prove integrity

FTK Imager __ Forensics Wiki = http://www forensicswiki.org/
W}ﬂ SANS = http://computer-forensics sans.org/

to identify encryption used f )

Encrypted Disk Detector |- Enarypted Disks . / Links, Blogs and Study

Encryption Analyzer |

faster and efficient

Hardw i : tools and resources to analysis Intemet related software/evidence
p are Copier Disk Imaging 140, ’
forensic features like write protect

agent based remote liv forensics tool
full memory and disk based access | - Remote Imaging 3

| ExtraTools -| ChromeForensics
remote forensics tool based on nbd protocol - nbdserver FacebookSaver ~  save facebook profile
disk duplication toels - dd dcfidd rdd

http.//www browserforensics.com/
linux command line version of Encase's disk imaging tool - Linkn i e e

S | Tools

FireFoxForensics

= Extra Tools Browser/Internet Forensics | Links.

Indicators of Compromise

Description | XMLdata
10015 to sxamine Mac OSK michines ' ® Intro an artefact observed on a network of in operating system
Volafox = memory that with high confidence indicates an intrusion.
~ Tools

K filesystem Structure
Mac Memory Reader ~ memory - Extra Tools & The Incident Object Description Exchange Format «  RFC 5070
Mac Forensics b — httpy//cybox mitre.org/
(“‘g I { com/CybOXProject
Standards - e Y ST e T
~§@'r ——————  Structured Threat Information eXpression (STIX) - http.//stixmitre.org/
. A Trusted Automated eXchange of Indicator (TAXI) = http://raxi
to create a timeline for identifying the files affected at a certain point in time  ~ Intro L Malware Attribute and ¢ (MAEC) - mitre.org/
Plaso / log2timeline e ~ 10C 10C Bucket - hitp:/fiocbucket.com/
< Tools T 23
An6time / 12¢ Review  Databases | = /
| Snort Rules / Signatures = hitpy/fwww.snortorg/vrt
Timeline OpenlOC =  http://www.openioc.org/
10C Finder
Tools -
SIFT (SANS Investigative Forensic Toolkit) | 1oc Editor
Autopsy I0Cextractor
DFF
Spltermals; | i i Intro ~ Used to correlate the various incident on the network
Data Recovery Tools | (_ 51208 Action A2 Splank
mdSdeep: compute MDS, SHA-1, SHA-256, Tiger, or Whirlpool hashes g Toals =———
] . - - mdSdeep and hashdeep PYFLAG
hashdeep: compute, maich, snd sudit hashsets | S T
fadeep ExtraTools | webalizer
sutomated image forensics teol  ~ Ghiro LogAnalysis | Highiighter
file comparison tool == =

ddress look ¢ 1ol | ™
mac address lookup script— madlpl | T .
create vm from raw disk image = Live View | @ Misc: ) / Forensics (Digital) Memory/RAM holds huge smount of information
5 \ A ~ Should be captured for a fast is of the syst
vmdk fle analysis  VMDK Forensic Artifact Extractor |  © Aman Hardikar ; Intro < = ul : ehc:: ured for a fas am;:sso“ esyx:/:\ .
file comparison tool winmerge Extra Tools \ L rmally holds process, registry, file and internet/browser information

Dumplt ~  Saving copy of the Memory (RAM)
Analysis of Memory

tools to analyse emails  Intro Volatility | Supports Windows OS and Linux

Tool:
prem— ‘ Lo Can also convert hibernation and crash dumps files to binary for analysis
Exchange £ Tools | ot Al of Memory
olafox
ost, pst and em | Mac 05X and BSD
Mol Viewer_— BtaTools | £ Memaoryze [MemoryDD.bat) - Saving copy of the Memory
o4 Saving of the Mem:
win326d / wingAdd o0y T OO,
— | { r- tion via network
tools to examine Unix and Linux machines ~ Intro T
Supports BSD, Solaris and Linux  T5K Moy Anslysis ————— windows 05
Acquire physical memory
Autopsy WinPMem ©———————————
data carving tool to recover files - filesystem Extra Tools “{——————| Windows 05
. scalpe ] —_—
based on foremost ————— Mac Memory Resder =590 hysial memory
foremost | MacOSX104t0108
memdump Convert hiberation file to binary file
e L ——
" volauiy |—— Unix and Linux Forensics 2 6 - Windows 05 (XPVista)
wviewer for ext partitions on Windows ~ Explore2fs B Converts crash dumps to hiru!y file
Extra Tools 76!?:972 ,I,’:l e -
outdated. TSK recommended - TCT >
Help = SANS Memory Forensics Cheat Sheet
tools 1o examine Windows machines = Intro

Dumplt s e work genensly contens the cluss of the corpaniies’
Volatiity oo | URLs of the destination and the dats being sent
TSK network traffic analysis/dissection tool
~ flesystem
scalpel

| filter traffic based of various parameters
Tools |

Vinetto thumbs.db

tshark AT TR LA ST ORI O
prefpl  prefetch ‘———— can specify number of packets o size of pcap for capture

command line version of wireshark

V5CToolset Network Miner similar to netwitness
ShadowExplorer | ewliiburisilind Wiy -, _Pcketsnfing and anayss ool
Rifiuti recycle bin ﬂj —’ follow tcp stream to see the full conversation
GrokEvT tcpdump © command fine packet sniffer
Evixtools | eventlogs | artfacts | Tools . ‘ - Moloch - PCAP browsing searching, and exporting
MS LogParser | Ntk Forenaics NfSen = analysing the netflow of the traffic
restore points Windows Forensics Extra Tools ~ ids/packet capture tool
ik~ Ink fil

Snort/Sguil | alerts on signature matches

scheduled tasks

new signature could be tested
Jumplister ~ jump lists

ids/ips/nsm tool

Suricata -| can detect protocols
Sysinternals native / Microsoft can be used to extract files from the traffic

multiple smaller tools for acquisition - Triage IR 0SSIM - Open-source SIEM tool

Autopsy collection \

ollect \ Intro ~ tools and references to examine mobile and embedded devices

collect files of interest

\ Santoku Linux
registry holds all configuration settings of OS and software = Intro \ AFLogical
Hives \ Tools | PBA2
regripper | #BD
Registry Dacoder E Oxygen Forensic Suite
regshot |- Tools i ExtaTools  iBrowse

{ Mobile Forensics
recovers contents from deleted registry keys RegSlack lt?yslem forensics

nsics & _ hitp/www forensicswiki org/iki/Chip-Off_Forensics

UserAssist
registryasxml

z Extra Tools
runs on windows, linux ans osx Y |

Registry Forensics




itps:// cyberforensicschallenge.com/ Black T-Shirt Cyber Forensics Challenge

hitps://www.defcon. org/btmilinks/dc-ctt.btmi DEFCON CTF Archive
hetp://waw.dfrws.org/2013/chabenge/index.shtmi
itp://waw.dfrws. 0r/2011/ challenge/index.shtmi

hito:/fwww.dfrws. 0/ 2010/ chaenge/

oFRWS

Nttp://ww.afews. 015/2006/ chaienge/
Wt/ /woew. dws. 0rg/2005/ challenge/
4 Rounds
s =J
29 Scenarics.

ey - ENISA CERT Training Materiel
J

Digital Forensics Security Treasure Hunt

NI/ /wiwfocensickd.com/2011/01/simpée-forensic-puzzie-1.htmi

D/ /weew forensickd. com/2011/02/forensic-puzzie-6.hmi

https://github.com/markofu/hackeire - HackEire CTF.

ttps://www.honeynat org/chatienges

MID://0id Noneynet.org/scans/index.htmi
L Jack Crook's DFIR Challenges.
hitp://ismedpackets.com/ 1 Smell Packsts

ozt~ Natwork ForsaicsPaae Contest |
ttpiringzerdteam comychalienges - _RingZer Tesm
oow - UMass
e nti nputer
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Chis Sanders Packet Cagtures hitp://chrissanders. arg/packet-captures/

Enron Email Dataset = hetp://www.cs.cmu.edu/wenron/

Online and CTFs

Evil Fingers PCAP Chalenges. httos://www.evilfingers.comyrepository/pcaps_chablenge. ho.
Kholia's Packet Captures _ _ hitpa://github.com/kholia/my-peaps
LBNL-FTP-PKT http://ee.Jol.gov/anonymized-traces. itmi/

MAWI Working Group Traffic Archive hitp://maw.wide-ad.jo/mawl/

hitp:/fiewxieo.com/ Linux LEO Supplemental Fies
hitp:  /weew.cireds.nist. gov/cfr-test-images.htmd

_Case.teml |

NIST CFREDS

Host
Forensics

v Series

hitps://code.google.com/p/volatilty/wic/FAQ - Volatility Memory Samples.

Malware
Analysis

il
peapr - http:/fwww.peapret
PCAPS Repository ___hitps://github.com/markofu/pcaps
SANS DFIR Challenge _ hitos://Ggital-forensics.sans.org/community/challenges
2014 = oge-2014.htmi

Spy Hunter Holiday Challenge

Lo 0py.com/ 2015/11/spy-hunter-haliday-challenge-2015.htmi
Teoreplay Dl

Book Supplements - ook comystudyguide htmd

Xpico Sample Captures  hetp://wiki.xplico.0rg/Goku php7id=pcap:pcap

Contagio hitp: /contagiodump blogspot. com/.
FakeAVs blog Ditp://wwew. fakeavs.com/
meicdde - http://maicOde.com/database/
MaiShare = hitpi//malshare.com/
/
theZoo / Maiware DB hito://ytst github.io/theZoo/

VXShare
Virusign < hetpy//wewwvieusign.com/
VX Heaven hitp://vxhesven.org/
VIXVaut - bt/ vxvaultsifi-urz.net

Georgia Toch malrc Fage _ _http/pond.fis.gatech edu/makec/

Walware Trafi Captures | Malware Trafic_— itp:/malware-tafic-analyss nety
| pows
Kemeimode Forum _—_itp:/fwww kernelmode.info

Forums.

(Downioads + Discussions) I 103/

| Public Documents about APTs  httos://oRhub,com/kbandia/APTnotes

(CLEAN MX Realtime Database —  hitp://support.clean-mx.de/clean-mx/vinuses. php.

Jouean Koret's Ust = http://matwareurls joxeankcret.com

URLs Only
(Infected / Distribution)
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https://www.amanhardikar.com/mindmaps/ForensicChallenges.html
https://www.amanhardikar.com/mindmaps/ForensicChallenges.html
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CySA+ Cybersecurity Analyst CompTIA
CEH Certified Ethical Hacker EC-Council
CHE| Certified Forgnsm Hacking EC-Council
Investigator
GCIH Certified Incident Handler GIAC
GCIA Certified Intrusion GIAC
Analyst
GCFA Certified Forensic Analyst GIAC
GCFE Certified Iforensm GIAC
Examiner
GREM Reverse Engineering GIAC
Malware
GNFA Network Forensic Analyst GIAC
EnCE Certified Examiner EnCase
CCE Certified CF)mputer
Examiner
CFCE Certified Foren‘s,lc
Computer Examiner
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https://dfirdiva.com/dfir-certifications

Applications Security (AppSec)
(et (hal )
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https://www.vmware.com/topics/glossary/content/application-security

-: Al ebu;é\

ol ik el ek
Jead) clanas C)*‘i -
Sl b lagala el e

e

(Lab , Tools) ¢ Jalaa ¢ <l g2

(A1 st 5l o) Jens

EJ:\S.AM u\AJ)ﬁJ\ }&L\\}J\EZ\ ua:.t

Gl 9 g Al

a8 Sl 5 4l o)) ALEAD o o 330 (o8 LD i(siad) g 5o
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GWEB GIAC Certified Web Application Defender GIAC
GWAPT GIAC Web Application Penetration Tester GIAC

OWASP (Open Web Application Security Project)

WAPT

Web Application Penetration Testing

elLearnSecurity

WAPTX

Web Application Penetration Testing
eXtreme

elLearnSecurity

Whitehat Security

Veracode
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https://appsec-labs.com/portal/lab/
https://github.com/OWASP/www-community/blob/master/pages/Free_for_Open_Source_Application_Security_Tools.md

Penetration testing (pen Testing) : &Y sl

sl elcand) cladll sl (40 ¢ (penetration tester, or pen tester) ) iaY! jiise sy
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PT # vulnerable hunting & PT # Red Teaming

PT = penetration testing : a3 89
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https://drive.google.com/file/d/1d_Ne2eO9dvxcWRCyZZWQt4rdffIwIuJI/view?usp=sharing
https://drive.google.com/file/d/1d_Ne2eO9dvxcWRCyZZWQt4rdffIwIuJI/view?usp=sharing
https://github.com/Malajab/incyber
https://github.com/Malajab/incyber
https://github.com/Malajab/incyber
https://www.amanhardikar.com/mindmaps/Practice.html
https://www.amanhardikar.com/mindmaps/Practice.html
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OSscCP Offensive Security
OSCE Offensive Security
PTP Penetration Testing eLearnSecurity

Professional

GPEN GIAC C.ertlfled GIAC
Penetration Tester

GIAC Exploit Researcher
GXPN and Advanced GIAC
Penetration Tester

CorelLan Team
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Malware Analysis / Reverse Engineering (RE)
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https://www.malwarebytes.com/malware/
https://www.malwarebytes.com/malware/
https://www.malwarebytes.com/cybersecurity/
https://www.malwarebytes.com/cybersecurity/
https://en.wikipedia.org/wiki/Reverse_engineering#Machines
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https://en.wikipedia.org/wiki/Reverse_engineering#Machines
https://en.wikipedia.org/wiki/Reverse_engineering#Machines
https://insights.globalspec.com/article/7367/how-does-reverse-engineering-work
https://www.dropbox.com/s/p04reiy5v8ejupx/%D8%A7%D9%84%D9%87%D9%86%D8%AF%D8%B3%D8%A9%20%D8%A7%D9%84%D8%B9%D9%83%D8%B3%D9%8A%D8%A9%20%D9%84%D9%85%D8%B7%D9%88%D8%B1%D9%8A%20%D8%A7%D9%84%D8%A8%D8%B1%D9%85%D8%AC%D9%8A%D8%A7%D8%AA.pdf?dl=0
https://www.dropbox.com/s/p04reiy5v8ejupx/%D8%A7%D9%84%D9%87%D9%86%D8%AF%D8%B3%D8%A9%20%D8%A7%D9%84%D8%B9%D9%83%D8%B3%D9%8A%D8%A9%20%D9%84%D9%85%D8%B7%D9%88%D8%B1%D9%8A%20%D8%A7%D9%84%D8%A8%D8%B1%D9%85%D8%AC%D9%8A%D8%A7%D8%AA.pdf?dl=0
https://www.youtube.com/watch?v=yvS8XRT2HUk&feature=youtu.be&ab_channel=%D8%A7%D9%84%D9%85%D8%A8%D8%A7%D8%AF%D8%B1%D8%A9%D8%A7%D9%84%D8%B3%D8%B9%D9%88%D8%AF%D9%8A%D8%A9%D9%84%D9%84%D9%85%D8%B7%D9%88%D8%B1%D9%8A%D9%86
https://www.youtube.com/watch?v=yvS8XRT2HUk&feature=youtu.be&ab_channel=%D8%A7%D9%84%D9%85%D8%A8%D8%A7%D8%AF%D8%B1%D8%A9%D8%A7%D9%84%D8%B3%D8%B9%D9%88%D8%AF%D9%8A%D8%A9%D9%84%D9%84%D9%85%D8%B7%D9%88%D8%B1%D9%8A%D9%86
https://drive.google.com/file/d/1BFeAErNnAlzDmWZy_6oOdfo_qjdHppPl/view?usp=sharing
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Malware Analysis
Q) Cilymna pall Jylas

Static Analysis Dynamic Analysis
(Code Analysis) (Behavior Analysis)
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Scripting/Interpreted Languages F'Z"'m"n'ifs”.ﬂ'ﬁ'ﬂi‘,'f,"" Ky Jaf " )
s ¢l "Assembly languages" @il
Perl, Python, Shell, Java . - . ‘ Yj-“
" ( )4-‘-443-“],. &
Compiling High/Middle Level Languages
(What Most M(;I“?;r; Is Written In) . :\:Jlﬂ\ BJ}‘AM L;A L5J3 LS 35
Assembly Language . . .
Intel X86, etc. L;A"‘)'d\ JJSM MA)S 47’1‘“‘: U}‘s
(First Layer of Human Readable Code) L€ £ . - . .
Machine Code iy GJ;\ ﬂﬁj‘:y\ Sl o "Compllatlon"
Hexadecwmagr:g_rsg:zlr;?:gogss\;w:g Code Read )‘ Java , python .diﬁ ouy\ 1 .w u ‘JA)
Binary code ("B]nary" 1¢0 @L\ﬂ\ JJSJ\ 4zl (_J\ C
' Binarrqy ;:%de reac;by guagc‘lware 5 B
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Malware Analysis and Detection Using Reverse Engineering Technique ¢ malwarebytes Labs :JJLsaAﬂ



https://nasbench.medium.com/malware-analysis-primer-6d62f9b523e4
https://nasbench.medium.com/malware-analysis-primer-6d62f9b523e4
https://www.sans.org/reading-room/whitepapers/malicious/malware-analysis-introduction-2103
https://www.sans.org/reading-room/whitepapers/malicious/malware-analysis-introduction-2103
https://www.crowdstrike.com/epp-101/malware-analysis/
https://www.crowdstrike.com/epp-101/malware-analysis/
https://nasbench.medium.com/malware-analysis-techniques-basic-static-analysis-335a7286a176
https://www.amazon.com/Practical-Malware-Analysis-Hands-Dissecting/dp/1593272901/ref=tmm_pap_title_0?_encoding=UTF8&qid=&sr=
https://www.amazon.com/Practical-Malware-Analysis-Hands-Dissecting/dp/1593272901/ref=tmm_pap_title_0?_encoding=UTF8&qid=&sr=
https://blog.malwarebytes.com/security-world/2012/09/so-you-want-to-be-a-malware-analyst/
https://iopscience.iop.org/article/10.1088/1742-6596/1140/1/012042/pdf

: Jlaall 138 Cal yin) 8 Glae Lusis 3l I 5 qpial gall (mmy L) AR &
Principles and Fundamental Concepts:

+ Assembly languages and program compilation
+* Binary code and ELF/PE data representations
# Static binary analysis and disassembly

#+ Dynamic execution analysis

Attacks and Existing Malware:

+ Malware behavior (e.g., control flow hijacking)
# Anti-reverse engineering and obfuscation

+ Return-oriented programming

+ Web-based malware and social engineering

Analyses and Security Defenses:

+ Symbolic execution and taint tracking
+ Runtime memory forensics

+ Behavioral detection signatures

# Security hardening (ASLR, DEP, and CFI)
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https://github.com/rshipp/awesome-malware-analysis
https://github.com/rshipp/awesome-malware-analysis
https://nasbench.medium.com/malware-analysis-tools-and-resources-16eb17666886
https://nasbench.medium.com/malware-analysis-tools-and-resources-16eb17666886
https://github.com/The-Art-of-Hacking/h4cker/tree/master/reverse_engineering
https://github.com/The-Art-of-Hacking/h4cker/tree/master/reverse_engineering
https://medium.com/@nikhilh20/basic-malware-analysis-infostealer-dyre-8eea577a8a19
https://medium.com/@nikhilh20/basic-malware-analysis-infostealer-dyre-8eea577a8a19
https://www.amanhardikar.com/mindmaps/ForensicChallenges.html
https://www.amanhardikar.com/mindmaps/ForensicChallenges.html
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https://malwareunicorn.org/#/workshops
https://drive.google.com/file/d/18jiMZtJ6zRcg5vrg8qFIbltIO6LZmMJt/view?usp=sharing
https://drive.google.com/file/d/1eFlkHoEj168iv_hgH52p63iC7CfUZheX/view?usp=sharing
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"How to became a hacker" o) siz: dllas @
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Nakerah Network e

Pentester Academy e
vulnhub e
reversing.kr e
w3challs e
1O o
alfnu e
hacker 101 ctf e
hack.me e
pentestit o
OverTheWire e
hellbound hackers e
rootme e
komodo e
attack defense e
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https://www.netaawy.com/2018/05/Learn-ethical-hacking.html
https://www.netaawy.com/2018/05/Learn-ethical-hacking.html
https://wikikali.blogspot.com/2019/04/blog-post.html
http://catb.org/~esr/faqs/hacker-howto.html
https://www.makeuseof.com/tag/how-operating-systems-keep-safe/
https://www.computer-wd.com/2018/09/how-your-os-protect-you.html
https://www.computer-wd.com/2018/09/how-your-os-protect-you.html
https://3alam.pro/1337r00t/articles/bug-bounty
https://youtu.be/jdfHNoQCUdM
https://hackerenv.com/
https://www.nakerah.net/index.php
https://www.pentesteracademy.com/
https://www.vulnhub.com/
http://reversing.kr/
https://w3challs.com/
http://io.netgarage.org/
https://www.hacksplaining.com/
https://alf.nu/
https://ctf.hacker101.com/
https://hack.me/
https://lab.pentestit.ru/
https://overthewire.org/wargames/
https://www.hellboundhackers.org/
https://www.root-me.org/?lang=en
https://ctf.komodosec.com/
https://attackdefense.com/
https://drive.google.com/drive/folders/148x_vwHlUIVGZsnST1IkkdvgmbrjHNKI?usp=sharing
https://drive.google.com/drive/folders/148x_vwHlUIVGZsnST1IkkdvgmbrjHNKI?usp=sharing
https://github.com/The-Art-of-Hacking/h4cker
https://drive.google.com/file/d/1BHVGgRXbzuagMcxollHmLVXjMkIIa_E-/view
https://www.youtube.com/channel/UCmbtzbIbsGaTtZs9X-MXVLQ

(s ] (35 ) 1 ) Y1 e shadll (pal Jlia il Sl Cilzasaal

Deshail) g anll 5 1 ) GaY) A jlere 4
Ll e e skl 5 gl 5 4y jlaxall 5 apanaill Jlac | 24

‘;'1\)..\:\....43\ UAY\ A..ULA:LA |

e il a5 il slaall A8 Ul g alat] Ayl 43 oSa 5 Al pad) a1 Aakail araas
LAt g W ) glat

omal) a1 A e peaa -1
L i g L yy sl g Lgilalae ) e a5 ¢ 3l paadl (a1 S0 5 alad mpanad

A Al das gl el 22

A el il s ae clglndi s a5 A6V dpland) s gl alad ayaia

o) V) 8y sl g Gaall
L mall ) Jlae 3 ol 5 Canll Jlac Al

eja.\j\&}Jhd;\f:\ﬂsgﬁm:\s{jojhn\‘joﬁ)hjﬁu)u\eja.\w\h\ms

S omadl GaY) shae 2

Adlaiia g ksl 4ilandat g A el Y Clae y o shad

aaY) Clisasll aia 3
Gaill AL il ap e el gh 415 g adlima sy el il el s

S omall 0¥ Enly 4
(o) Ga¥) e (A Aalall Y 6 a)

ol GOl il ale Alasl 5
dadail 5 a3 ) 53 i g mranai] Luale Cililas 5 Cilingia s dpaly ) il aladiul
Gy de ganal Baania jalian (e (Al (Y1 ol g cilalitin) Gadaiuy
) Uil G

33 |ixdan



& omnd) GOl elhaYl o SA) Slasl 6
i 5 asenadl (V) (,s,anf__gm Dalis) 4l 5 ‘;;ulamy;\ £ SA) ‘G‘M alasil
() Y] alea Aallad 5 8ol st 4500 Aadail  ilae ) ) 55

DA &SIy ghat g Balaall
e e 538 s ellael s el e e (38 s sy 58

salall

Aol s Ll s clellae s (i pmal) GaY) 38 e il 3y

Aol 5151 5 1
(il maall Y1 Ll A sl 5 A3 5l g s cAadaiall Jala ) ! ) Jlas i 300
Jls dalaiall 3oLl il pall w085 5 A8 ld Aaidil) 5 o ) gall g Cilaansil iud) g
Aabiall Sl pad) e lalaal Azl 5 jlay) calad

("5'1\)..\:\...-:3\ QA‘}!\ 2
& aad) e a8 5, Aakaiall Jaks Al slaall alaill 5 ol g 1 jud) (1Y) 5 )
o 3all (5 siusall o Aia g gl sas g 5l (808 (5 siaa e ) g

o) e L 3
) aal ga 8 (Sl paad) (Y (5585 308 5 dakaiall 33l 5 ) sl 5 (gl )1 aa
L el

BEPNUSTES SRRt

Sl sl Ayl ) sall g shat s aale’ g g (S ) a1 S lgn s e ke
Mgty Lale Bliadl o g3 )lal 5 (Al pamall Y1 3158

() A 4 5 3 )5l e 1
Y1 5 S skt el Aadaiall Ay culali Y1 5 a5 Jaladll y oha
Leiohals (o ad)

galiall g (S uall ey il g anlatll el jo and g (Gaii g Jardads ) ga
Aoalatl) Cilalia ) s lganisi cullad 5 Ll a5 Ll sisa s

34 |diadn



o) G e 3
L mall ) e g ga 8 ab JLA 5 sy skl s agu y2 g 3l AY) adlad

Crh il o Y1 5 lalaall g daSsal) 4

halae s ) s caiblee 5 3 puall a1 JSba 4S5 cdalaiall Sl jand) (e bl sk
lallaiall g dakaiall 31 yuall (Y15 lalacall 5 ) colallaiay ol IV Glaca s ¢ A1 pamd) e
Al cld a5l

A N PR NEOA P OX GV (g
bl 4l laca s ¢ Al jamall Y1 halae 3513l 5 cadllee 5 Sl aad) (Y1 IS 4aS 5

sl ol Gy e glaall il g adad 481S0 dadaiall ) pusall (Y15 lalaall 5,00
Leiand g dadaiall Jals )yl (Y

o) 51 jhlae Alasl ]
e gl o] L lal 5 Lol g Aadaiall 31 juadl (Y1 jlalie aas
Aadai¥ g il g8l GUAS 5 cAadaiall Cile) ya) 5 ol 188 5 4t 5 A3 sladll
A8l Culd

) Y 8 Gl Y lasl 2
Dbl 5 bl g ltlaially dabaiall ) sl (Y1 zali o al 3l (lasa

L Jsendll

omadl G s Jlasl 3
Aakaially Sl yand) (oY) cilillaie acal dlginad s ) ) ) il yy sk
Lgias) 505

ol 0¥ Ly s aie 4
Lo ld ani g ) puall (e da) g Jala

ol G (3 5
Al ) (e anii Cangs g yla) 5 ladudii g i jasall (00U 38510 Cillee arasal
5 a5 e U genall ol gl 5 ptaall 5 csbudand s cultlaialls dakaial
Aaadleall 3 Gl I Lganai 5 (g8l

35|diadn



Ll laa g il 68l —a

Ll Alas 5 S el e Clagdasi g il i Aalaiall ol 3 (laa

ol G oy lE asl ]
AalaiV 5 il g8l Aliall Cld e gua gall i A gl cilaadll PRty

Al )

i) Llas 5 dpa padll Jladl 2
2o g Jsarall dpa sadl) Aadail o ol 8 5 dpadldl) Uil A1S Al )
Loyl suin pe dae ) gall daaiall ali o o shail g Aua guadd) Hlalae il
e (s e ol yEYy ddalall Clubuadl UL dles 5 dpa guadll
i) Llaa 5l dsa geadll Gl gal Aokl 4lainl acd

Pl s ilaall 4
(gl 5 Lgma Jabal 5 L) ya 5 Lelilat 5 ecrio sheall i St ol 0l a5 oy 203

08 £33 dle stia jlias (a Lo Jsean) 3 ) e slaally clelial ) il pladiad

&\é.ﬂ\ i
() (Y1 ) sa e RS g Lella s Culaa) ppanil Jalaill 5 481 yall <l sal aladii)
) (Y gy Jlaa 1

Jalail 5 yad) g laall sl de sama (e Luadladial &l i) e\qsz:,,\
Lere Jaladl) g cilaagill e CadSl Cangy dadaiall JATa dx8) gl Ealaal)

ol GO Agial) ) JAladl 2
Al dlas 5 g laall Laddiiaall Clna sl 55 3¢a ) Alua s Canaliy jasd
Lgale bl Y Ll 5 Al Clanagall (e SIS

S onad) g1 Jladl 3
() (e alga A Baclisall 5 ¢ 3 pand) e alall acall agais

36 |iaian



Llaall c

ol (1Y) Gl sa e Gl g Lellas s Culaa ¥ saal Jalaill 5 380 jall <l gl aladiad

G 5 Lgdana Jalas apaai s Lelilat s Lansli g calln ) sy bl dadail yy la

Jseasll 5456l 3 l0) Slasl 2
Gakai YA e 3 ) sall ) agd sem s ciliaSla 5 ol g ol Y1 458 5 )0

Asedall Ladai¥) g clilaall (el Jilasi g im0 5Ll g alaill cpal yy gha

Gl jadl) anslioch
Al al) g gl a5 e shaall 485 IS0 g alad sl

ol il s JAladl ]
S Al lalac ) e Ll yail clal g daa g Sl 5 alaill <l jad aps
Ain Cldall 3aeia ducldal) Al Ade i il 5 e J genall il
Ad g yaall ol il

lal iyl sl Sladl 2
il s el o Clalall dadas L 7 jeae @) i) GY flaa ol
ol al) CadS 5 e Ll apil A8l 5 gt cadld alasiinly 4oLl
Aldiaal)

37 |48



L Aat¥ 1 Lol A ) sl 5 550

A yad) Gl sl Al JSladld ]
Ll laia¥) g Lebdas s Sl pamad) (YL dileiall il sall 3 il

Bl Al sl slasd 2
oAty S uall e Cal s a5 dlglilas s b 5 ANY) pea
Sl 5 adaill ol jad dallaal 3asie il glas

A yad) 23 jall Clagas Slaal |3
slatinl 5 ad bl alasiuly dgde Lliall s Lo s lgzen 3 AY) Ciy jad
.".... juy

3 jlall Gl jull 4l dunigl) Jladl 4
A Ara I gale] 5 S8 5 )k o) 3 lall Gl ) Jidas
Lo 4308 5l b 5 i g clguda & 9 L il 5 Lglae 48 5k gy (e s4e
Ve Aatlill Caal gall Alatiudl

Sluagdl) 3 Hla) -

L and) Ga¥) 8l Al llee acal grakaill

43 ) laagill ¢l slas Jlas 1
ped 02 sSl Lellasi g ddtine jolias (e 4 yud) gl e Sl slas pen
Sile) s aW) gl g oy iaal) Jalad g ed) ) langill pivae ) o)
o il ciladaiall sac b Leild e < e (5 53 5 Lol cdagiall
gl (e GISEN 5 alail) Alea g g 3l 5 Al yund) ol gal
Ay

A yad) Cilaagl) Ciliss) JGladl 2

paa g alaill p Il ekl e Claagl) e i) Gl
Lere Jalaill il gill anaii g (31 ol i e

38 [dain



bl ) 5 eluall aSadl) Akl 4

Al il 5 pelinall o) Rl (il ndl ) Jaef 25

Al il byl g elial) JSail) dadasl
saaill g cal ) daalia g ¢ phalaall 3 5ol ¢ A eally daleiall Sl juadl el Jlac b 2Ll
- S¢p 9 Dl & &

ASil alad Jodis il Al il alas b gl g dglanll g ecalHEY) 5 Qi 5 oy shaill
Sl 3 5 AEY) aSall il g ¢ elicall

bl byl 5 e luall aSaill ekl 5 jud) eY) 4y jlers aanas 1
i) 5 e lial) aSail) Aadail 3y 8 ) el V) S0 5 AL arana

i)y o lial) oSl Ay sl (a0 ia) Al lad] 2
Lkt Ales g laall Aardivaal) ilina il 53 jeaY) lpa y sl g pand
il 5 o lival) oSl dadail i A A juanal) gl (e lSEN

. ew q‘ﬁ‘g\j -. :".j ”w .~. :".‘

bl byl 5 peliall aSadll Al i jud) (Y gl Jlaa 3
ol GaY) ol (e de siie Ao sana (e lgran a8 Gl cclilnd) aladil
Coags Aaleial) Ll 5 e liall aSaill dadail Ay 3 Al gl laaY) Jlail

Lere Jaloill 5 1 pad) () Cilaags (e oSl

Aol i) ) 5 elicall aSaill Aalasy A ) (e jlalas dladl 4
) 5 eliall aSail) dakail Ay 8 Sl el Y] jhlie apaa
ol G Tyl sazm Al s Jalas g ani ae oLl 5 Lgansli 5 Apln il
lapiil) el e ol Cila gill 5 cillaaSlall a5 (Ailal

il 5 e liall aSaitl) dakasl 4l jull Gl all dlaiul Ladl 5

.:.w‘

e

aSaill dadail A A Led a1 5 Leldai s 3 yund) e Cadl a3 jilaa
Aslidl) sl 5 eluall

g2 srnd) sa ) an yall

39 [daiin


https://nca.gov.sa/files/scywf_ar.pdf

(g el ABMe Lgd () : Aigall @l ey phai 8 A0 5 ) gaaall dlac L () (Saall (e

A GUIDE TO CYBER SECURITY
CAREER DEVELOPMENT

Looking to upskill your knowledge and climb up the Cyber Security ladder?

Confused by the industry certifications landscape and trying to decide which one is right for you?

Check out our handy guide to Cyber
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Security+ ComgTIA
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CCNA Associate CISCO.
C|EH Certified Ethical Hacker
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GIAC Information Security
G ISP Professional
GSEC GIAC Security Essentials

Microsoft Certified Solutions

MCSA Associate Microsoft
ADVANCED
adiia
CSA+(cysa) Cyber Security Analyst+ CompTlA
Pen Test+ CompTlA
Cisco Certified Design ol I Il l I
CCDP Professional CISCO.
Cisco Certified Network ol I Il I I
CCNP Professional CISCO.
Certified Information Systems i
CISA ation Sy —HSACA
Au d |t0 r Trust in, and value from, information systems
Certified secure software ,
CSSLP lifecycle professional (ISC)
Microsoft Certified Solutions | B
M CSE Core Infrastructure .
Expert Microsoft
GIAC Security Leadership
GSLC Certification
GIAC Certified Enterprise
GCED P
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EXPERT

CASP+

CompTIA Advanced Security
Practitioner

CompTlA

CCIE

Cisco Certified Internetwork
Expert

SmIr
CISCO.

SCYBER

Cisco Cybersecurity Specialist

lllllllll
CISCO.
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Enterprise IT

—ISACA

Trust in, and value from, information systems

CISM

Certified Information Security
Manager

—ISACA

Trust in, and value from, information systems

CISSP

Certified Information Systems
Security Professional
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The CompTIA Career Pathway
Find the Path for You
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Desktop Infrastructure
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Server Infrastructure
MTA Exam 410 MCP Exam 411 Exam 412 MCSA Exam 413 Exam 414
IT Infrastructure Windows MCSE

Server 2012 v i Private Cloud
Exam 246 Exam 247
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Exam 336  Exam 337
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Database MTA Exam 346  mcp Exam 347 MCSA Exam 341 Exam 342
Development IT Infrastructure Office 365 MCSE

< & SharePoint
Exam 331 Exam 332

MCSE
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MCSE
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o v v v E . Exam 464  Exam 465

Exam 462  Exam 463 MCSA v 7 MCSE

MTA Exam 461 S v
Business Intelligence

Database SQL Server

Exam 466  Exam 467

Fundamentals 2012
MCSD
Y Y, ¥ Windows Store Apps Using HTML5
Exam 480 Exam 481 Exam 482
e = 5 MCSD
Web Applications
Exam 480 Exam 486  Exam 487
(-] v E v v v MCSD

SharePoint Applications

Exam 480 Exam 486  Exam 488  Exam 489

MTA
Software MCSD
Development Z o ol Windows Store Apps Using C#
Exam 483 Exam 484  Exam 485
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» Azure ¥ < ¥ Y. Y Y Application Lifecycle Management
Exam  Exam  Exam Exam 496 MCP Exam 497  Exam 498

532 533 534

Role-based A 74 A
‘ I as z&
Technical skills required to -

perform a job Apps & Infra Data & Al Modern Workplace Business Applications

Azure Solutions Architect

. Microsoft 365 Enterprise
Expert Azure DevOps Engineer Administrator
) L L Microsoft 365 Modern Dynamics 365 for Sales 2::;::2: ::fwfsg
Associate Azure Administrator Azure Data Scientist Desktop Administrator Functional Consultant !
Functional Consultant
. Microsoft 365 Teamwork D"'na':”ics 365 f°r Dynamics 365 for Field
Azure Developer Azure Al Engineer Administrator Marketing Functional Service Functional
Consultant Consultant
Azure Security Engineer Azure Data Engineer Microsoft 365 Messaging Dynamics 365 for Finance and Operations, Financials
ty Eng e Administrator Functional Consultant
Microsoft 365 Security Dynamics 365 for Finance and Operations,
Administrator Manufacturing Functional Consultant
Dynamics 365 for Finance and Operations, Supply
Chain Management Functional Consultant
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. . Azure Fundamentals Microsoft 365 Fundamentals Dynamics 365 Fundamentals
Foundational understanding

of technology
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CISCO

CCIE

Data Center

CCNP

Data Center

Data Center
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o CCNP
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2 Service Provider
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o Service Provider
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CERTIFIED
&w)
Enterprise

« Implementing and Operating
Cisco Enterprise Network
Core T

CERTIFIED
(&%)
Security
SE 1Y

+ Implementing and Operating
Cisco Security Core

+ 1 of the below

* Implementing Cisco
Enterprise Advanced Routing
and Services

« Designing Cisco Enterprise
Wireless Networks

« Implementing Cisco
Enterprise Wireless Networks

+ Designing
Cisco Enterprise Networks

« Implementing Cisco SD-WAN
Solutions

CISCo
( CERTIFIED )
&P@ﬁqj

« Automating and
Programming Cisco
Enterprise Solutions

Concentration Exams
One Exam Earns ‘Specialist’

CISCO
__CERTIFIED
Engineering C C N A

Software

CERTIFIED

DEVNET

Associate

+ 1 of the below

* Securing with

+ Implementing and Operating

CCIE CCIE CCIE DEVNET
Enterprise Security Collaboration Expert
rF 3 F 3 r b
CCNP CCNP CCNP ® =
Enterprise Security Collaboration Professional
F 9 F 9 F 9 b
Collaboration
Enterprise Security © specializations DEVNET
Specializations Specializations Specialist
l Fy 'y I
>
J
CCNA DEVNET Assoclate
Network Software
Infastructure Deve |0Dment
CECRI$|CF[|)ED CECRI$|CFC|’ED CERTIFIED CERI“SC:ED
C / QCN Q?CN Fy DT

Cisco Service Provider
Network Core Technologies Technologies
+ 1 of the below

Cisco Service

Cisco Firepower

+ Implementing Secure
Solutions with Virtual Private
Networks

+ Securing Email with Cisco
Security

Provider Advanced Routing
« Implementing Cisco Service

* Automating and

+ Implementing Cisco
e 5

+ Implementing and Operating
Cisco Collaboration Core

+ 1 of the below

« Implementing and Operating
Cisco Data Center Core
Technologies

+ 1 of the below

« Implementing Cisco Storage
Area i

Solutions + Implementing Cisco

Provider VPN Services Mobility Services

+ Implementing Cisco
Cisco Service

+ Securing the Web with Cisco
‘Web Security Appliance

+ Implementing and
Configuring Cisco Identity

rvices Engine

+ Automating and
Programming Cisco Security
Solutions

Cisco

Provider Solutions Edge

. Automatng and
Programming Cisco

Collaboration Solutions

CCNA 200-301

Specialist Level

CISCO
CERTIFIED

Q’ECIALI?

Cisco
CERTIFIED

DEVNET

SPECIALIST

Advanced Call Control and

Collaboraﬂon Cloud and

« Implementing Cisco
Application Centric
Infrastructure

+ Designing Cisco Data Center
Infrastructure

* Troubleshooting Cisco Data
Center Infrastructure

+ Automating and
Programming Cisco Data
Center Solutions

Professional Level

CERTIFIED

QCNP,

Cisco
CERTIFIED

DEVNET

Professional

« Developing Applications using Cisco Core Platforms & APIs

+ 1 of the below

* Implementing DevOps Solutions and Practices using Cisco
Platforms

+ Developing Solutions using Cisco loT & Edge Platforms
Developlng Applications for Cisco Webex and Webex Devices
ing and ing Cisco Solutions
+ Automating and Programming Cisco Security Solutions
+ Automating and Programming Cisco Service Provider Solutions
o and Cisco C Solutions
*+ Automating and Programming Cisco Data Center Solutions

Firewall.cX

DEVNET Associate 200-901
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CERTIFIED

Expert

DEVNET
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COURSES AND CERTIFICATIONS

Offensive Security certifications are the most well-recognized and respected in the industry.
Courses focus on real-world skills and applicability, preparing you for real-life challenges. Online,

: : : OVERVIEW AND PRICING
live, and in-house courses available.

START HERE NETWORK SECURITY
EVASION TECHNIQUES AND
PENETRATION TESTING WITH ADVANCED WEB ATTACKS & BREACHING DEFENSES (PEN- WIRELESS ATTACKS ADVANCED WINDOWS
KALI LINUX (PWK) EXPLOITATION (AWAE) 300) (WIFU) EXPLOITATION (AWE)

EVERYTHING STARTS WITH PWK

Penetration Testing with Kali Linux (PWK) is a self-paced online course. Students learn the latest
ethical hacking tools and techniques to become effective penetration testers. Learning materials
include:

* Acourse guide

* Video lectures

* Active student forums

* Access to a virtual penetration testing lab

Students learn to conduct a penetration test from start to finish and practice technigues safely
and legally. The course offers hands-on experience within a target-rich, diverse, and vulnerable
network environment.

To earn the coveted OSCP certification, students must complete PWK and pass a 24-hour exam.

FREE RESOURCES: Offensive Security also provides free, open source courses that focus on introductory topics. Check out Kali Linux Revealed and

Metasploit Unleashed. e Q\A}Sa.d\ %) A:U,qﬂ
s Calaledl) 5 ey i)
48,3l pd s

PENETRATION TESTING WEB APPLICATION EXPLOIT DEVELOPMENT

PENETRATION TESTING WEB APPLICATION EXPLOIT DEVELOPMENT Course Description

— — WEB-300 s00
ADVANCED WEB ATTACKS AND EXPLOITATION e
P E N _200 £090+ Specialize in web application security with WEB-300. From X55 attacks to
advanced S0QL injections, learn how to exploit and secure web apps using .
PENETRATION TESTING WITH KALI LINUX EARN YOUR OSCP white box pantesting methods. Difficulty: @ @ & @ O
00 is our foundational penetration testing cow udents learn the -
test 1o0ls 3nd techniques, and practice them i & virtual lsb Ditticulty: 8 8 800
PEMETRATION TESTING WEE APPLICATION EXPLOIT DEVELOPMENT
PEN-210 : sas0
OFFENSIVE SECURITY WIRELESS ATTACKS m
PEN-210 trains students to audic, compromise, and secure wirsless devices. Course Description
Get greater insignt into the ecurity field with topics like packer P
interaction and complex WRA attack techniques.
PEN-300 1250
ADVANCED WINDOWS EXPLOITATION EARN YOUR OSEE
Sl EXP-401 s the most difficult course offered by Offensive Security. Tackle
advanced topics such as DEP and ASLR evasion, heap spraying. function
Diffcuiy 8 @880 fficuliy- @ 8 8 9§

pointer overwrites, and more.


https://www.offensive-security.com/courses-and-certifications/

Vulnerability Assessment & Penetration Testing (VAPT)

Foundation Track

& N E2 N\ i ™\
CSCU | Certified Secure S EC-Council Certified Nl ECES |EC-Council Certified
11212 | Computer User il Security Specialist gl 212-81 |Encryption Specialist
\ /IR e

CORE

B rovances

~

exeert (0

Cyber Forensics

\
Y 4 N\
EC-Council Certified - ) d N
ECSA | security Analyst M8l LPT |[Licensed Penetration
(Practicall | (practical) ) | Tester (Master) Computer Hacking
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https://www.eccouncil.org/wp-content/uploads/2017/05/Cyber-Handbook-Enterprise.pdf
https://www.eccouncil.org/wp-content/uploads/2017/05/Cyber-Handbook-Enterprise.pdf
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. DIGITAL BADGES

ANNOUNCING GIAC'S NEW DIGITAL BADGE PROGRAM!
@ [ ] @ @ [ ]
TO LEARN MORE ABOUT THIS ONE-CLICK VERIFICATION,
DIGITAL REPRESENTATION OF YOUR GIAC CERTIFICATION,
VISIT THE LINK IN THIS POST!
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CYBER
DEFENSE

MANAGEMENT

PENETRATION
AND LEADERSHIP

TESTING

DIGITAL FOREMSICS AND
INCIDENT RESPOMSE
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1. BASELINE SKILLS i 2. FOCUS JOB ROLES i 3. CRUCIAL SKILLS, SPECIALIZED ROLES

Core Techniques
Prevent, Defend, Maintain

Every Security Professional Should Know

Security Essentials

Hacker Techniques

Security Management
Managing Technical Security Operations

Monitoring & Detection +
Intrusion Detection, Monitoring Over Time

Penetration Testing
Vulnerability Analysis, Ethical Hacking

3 COURSES

Incident Response & Threat Hunting +
Host & NetworR Forensics

2 COURSES

Introduction to Cyber Security SEC301

CISSP® Training MGT414

Cyber Defense Operations
Harden Specific Defenses

Specialized Penetration Testing
Focused Techniques & Areas

Cloud Security
Design, Develop, Procure & Deploy

5 COURSES

Industrial Control Systems

9 COURSES

Threat Intel & Forensics
Specialized Investigative Skills

7 COURSES

Advanced Management
Advanced Leadership, Audit, Legal

5 COURSES


https://www.giac.org/certifications/get-certified/roadmap
https://www.giac.org/certifications/get-certified/roadmap
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RH 254/255¢
RED HAT SYSTEM
ADMINISTRATION Il

RED HAT
CERTIFIED ENGINEER
(RHCE)

EXPERIENCED LINUX
ADMINISTRATOR /
SENIOR UNIX
ADMINISTRATOR

RHCSA RAPID
TRACK COURSE

RED HAT CERTIFIED
SYSTEM ADMINISTRATOR
(RHCSA)

RED HAT SYSTEM
ADMINISTRATION Il

RED HAT
CERTIFIED ENGINEER
{RHCE)

SENIOR LINUX
ADMINISTRATOR

R
RED HAT SYSTEM
ADMINISTRATION 1l

RED HAT CERTIFIED
SYSTEM ADMINISTRATOR
({RHCSA)

RED HAT
CERTIFIED ENGINEER
(RHCE)

RED HAT CERTIFIED
ENGINEER (RHCE)
RECERTIFY

RE )
RHCE CERTIFICATION LAB

RED HAT CERTIFIED
SYSTEM ADMINISTRATOR
(RHCSA)

RED HAT

CERTIFIED ENGINEER
{RHCE)

LEARN MORE AT WWW.REDHAT.COM/TRAINING

Training and certification paths
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Ansible
curmiculum

Cloud computing
curriculum

Fuse, Decision
Manager, and more
curriculum

curriculum

curriculum

Virtualization and
storage
curriculum

Enterprise Linux
curriculum
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https://www.redhat.com/en/services/all-certifications-exams
https://www.redhat.com/en/services/all-certifications-exams
https://www.sans.org/cyber-security-skills-roadmap?msc=course-list-lp
https://www.sans.org/cyber-security-skills-roadmap?msc=course-list-lp
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https://www.mile2.com/cert-roadmap/
https://www.mile2.com/cert-roadmap/
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INSPIRING A SAFE AND SECURE CYBER WORLD.

Summary: The most-esteemed cybersecurity certification in the world. The CISSP recognizes
information security leaders who understand cybersecurity strategy, as well as
CISSP hands-on implementation. It shows you have the knowledge and experience to

design, develop and manage the overall security posture of an organization. Are you

Summary: A global IT security certification. The SSCP recognizes your hands-on, technical
abilities and practical experience. It shows you have the skills to implement, monitor
SSCP. and administer IT infrastructure using information security policies and procedures

— ensuring the confidentiality, integrity and availability of data.

Summary: The premier cloud security certification. One of the hottest certifications on the
market today. The CCSP recognizes IT and information security leaders who have the
CCSP. knowledge and competency to apply best practices to cloud security architecture,

design, operations and service orchestration. It shows you're on the forefront of

Summary: An information security certification aligning with the Risk Management Framework
(RMF). The CAP recognizes your knowledge, skills and abilities to authorize and
CAP maintain information systems within the RMF. It proves you know how to formalize
processes to assess risk and establish security documentation.

Summary: Aglobal, vendor-neutral certification to recognize those with leading software and

application security skills. The CSSLP recognizes your expertise and ability to
CSSLP. incorporate security practices — authentication, authorization and auditing — into
each phase of the SDLC.

Summary: A global healthcare security certification. It bridges healthcare information security
and privacy like no other certification! The HCISPP recognizes your knowledge and
ability to successfully implement, manage or assess security and privacy controls for

aE
0O
v
o
o

healthcare and patient information. It proves you have a strong foundation in
healthcare risk, security and privacy, and you understand important healthcare
regulations.

Summary: Elite, specialized credentials that build upon the CISSP. These are optional pursuits
for CISSPs who wish to prove their subject matter mastery. The CISSP Concentrations
CISSP recognize your evolving expertise in information security architecture, engineering or

management. As a CISSP-ISSAP, you prove your expertise developing, designing and

vy
H
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analyzing security solutions. You also excel at giving risk-based guidance to senior

management in order to meet organizational goals.

Summary: Elite, specialized credentials that build upon the CISSP. These are optional pursuits
for CISSPs who wish to prove their subject matter mastery. The CISSP Concentrations
CISSP recognize your evolving expertise in information security architecture, engineering or
management. As a CISSP-ISSEP, you show your keen ability to practically apply
systems engineering principles and processes to develop secure systems.

Summary: Elite, specialized credentials that build upon the CISSP. These are optional pursuits
for CISSPs who wish ta prove their subject matter mastery. The CISSP Concentrations
CISSP recognize your evolving expertise in information security architecture, engineering or
management. As a CISSP-ISSMP, you excel at establishing, presenting and governing
information security programs. You also demonstrate deep management and
leadership skills.

Summary: A unique designation to validate your skills and rapidly advance toward certification.

The Associate of (ISC)? proves your knowledge in cybersecurity.

P



—ISACA

Trust in, and value from, information systems

CISA - Certified Information Systems Auditor
C I s ) The CISA certification is world-renowned as the standard of achievement for those who audit, control, monitor and
assess an organization’s information technology and business systems. The recent quarterly IT Skills and Certifications
Pay Index (ITSCPI) from Foote Partners ranked CISA among the most sought-after and highest-paying IT certifications.
This certification is a must have for entry to mid-career IT professionals looking for leverage in career growth.

CRISC - Certified in Risk and Information Systems Control
’ ISACA's Certified in Risk and Information Systems Control™ (CRISCQ) certification indicates expertise in identifying and
managing enterprise IT risk and implementing and maintaining information systems controls. Gain instant recognition
and credibility with CRISC and boost your career! If you are a mid-career IT professional with a focus on IT and cyber
risk and control, CRISC can get you the leverage you need to grow in your career.

CISM - Certified Information Security Manager

ISACA’s Certified Information Security Manager® (CISM®) certification indicates expertise in information security
governance, program development and management, incident management and risk management. If you are a mid-
career IT professional aspiring to senior management roles in IT security and control, CISM can get you the visibility you
need.

®
w
<

CGEIT - Certified in the Governance of Enterprise IT
, ISACA's Certified in the Governance of Enterprise IT® (CGEIT'@} is unique and framework agnostic. It is the only IT
governance certification that can give you the mindset to assess, design, implement and manage enterprise IT
governance systems aligned with overall business goals. Get visibility at the executive level with CGEIT!

CSX-P - Cybersecurity Practitioner Certification
CSX-

. CSX®-P remains the first and only comprehensive performance certification testing one’s ability to perform globally
validated cybersecurity skills spanning five security functions — Identify, Protect, Detect, Respond, and Recover —
derived from the NIST Cybersecurity Framework. CSX-P requires that candidates demonstrate critical cybersecurity
skills in a live, proctored, virtual environment that assesses their analytical ability to identify assets and resolve network
and host cybersecurity issues by applying the foundational cybersecurity knowledge and skills required of an evolving
cyber first responder. For more information, see the CSX-P Exam Content Outline.

®

CDPSE - Certified Data Privacy Solutions Engineer

: Modern privacy laws and regulations reguire organizations to implement privacy by design and by default into IT
systems, networks, and applications. To do so, privacy professionals must partner with software developers, system
and network engineers, application and database administrators, and project managers to build data privacy and
protection measures into new and existing technology environments.

®
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Available AWS Certifications

Professional

Two years of comprehensive
experience designing, operating,
and troubleshooting solutions
using the AWS Cloud

Associate

One year of experience solving
problems and implementing
solutions using the AWS Cloud

Foundational

Six months of fundamental AWS
Cloud and industry knowledge

.p"yﬁ%‘\%”-.
A aws®e
certified
Solutions
Architect

w, Professional
N S

Ny
i}%“ﬁf‘?

dws@
certified
Solutions
Architect
Associate

Architect

Cloud
Practitioner

,6/ “
7 aWS@ ™
certified
DevOps
Engineer
w Professional

N

dws @
certified

SysOps
Administrator
Associate

Operations

adwso
certified

Cloud
Practitioner

Developer

aws@&certified

Specialty
Technical AWS Cloud experience in the

Specialty domain as specified in the
exam guide

adws @
certified

dWwS @
certified
Advanced
Networking
Specialty

Big Data

Specialty

adwse
certified

Security

Specialty

aws @
certified

Alexa Skill
Builder

Specialty

adaws @
certified

Machine
Learning
Specialty
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	إذا كنت تريد تطوير الكتيب أو لديك ملاحظات او اسئلة فراسلني على :
	مصادر عربية لتعلم نظام التشغيل GNU/Linux
	من أقسام التخصص :-
	من المسميات الوظيفية التابعة للتخصص:-
	أدوات و خرائط  (Tools & MAPs)
	الصورة بجودة أعلى و الروابط في الصورة هنا
	شهادات ودورات
	Digital Forensic / Incident Response (DFIR)
	( التحليل الجنائي الرقمي و الإستجابة للحوادث )
	نبذة تعريفية عن التحليل الجنائي الرقمي:-
	أقسام التخصص + بعض التفاصيل
	أدوات ، معامل ، الالآت (Tools , Labs , Machines)
	شهادات و دورات

	Applications Security (AppSec)
	( أمن التطبيقات )
	نبذة تعريفية عن التخصص:-
	أقسام التخصص:-
	أدوات ، معامل ، (Tools , Lab)
	شهادات ودورات

	اختبار الإختراق : Penetration testing (pen Testing)
	أقسام التخصص:-
	شهادات و دورات

	Malware Analysis / Reverse Engineering (RE)                  ( تحليل البرامج الخبيثة و الهندسة العكسية )
	مستوى الصعوبة
	نبذة تعريفية عن التخصص (الهندسة العكسية و تحليل البرامج الخبيثة)
	هو فن تشريح البرمجيات الخبيثة لفهم كيفية عملها أو لرصدها أو لتعطيلها أو للتخلص منها لتصدي لها مستقبلاً. يتطلب العمل في هذا المجال معرفة واسعة في مجال تقنية المعلومات عموماً ومن الشركات التي تهتم في هذا المجال، شركات برامج الحماية مثل : كاسبرسكاي ، نور...
	حتى لا نطيل .. هذا مقطع عظيم جداً بعنوان : "Malware Analysis " للمهندس وجدي عصام .. تكلم فيه عن الطرق و المراحل و الأدوات و البرامج و البيئات الإفراضية لتحليل البرمجيات الخبيثة (رابط المكتبة المذكور في الفيديو و الموجودة على Github تجده مع الأدوات بال...


	كيف تتم هندسة البرمجيات الخبيثة عكسياً ؟
	أدوات ، معامل ، الالآت (Tools , Labs , Machines)
	شهادات و دورات


