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|5 RSS feed About this blog @malware_traffic on Twitter

A source for pcap files and malware samples...

Since the summer of 2013, this site has published over 1,600 blog entries about malicious network traffic. Almost every post on this site has pcap files or malware
samples (or both)

Traffic Analysis Exercises

« Click here - for training exercises to analyze pcap files of network traffic.  Click here - for some tutorials that will help for these exercises.
My Technical Blog Posts

« Click on the appropriate year for the blog posts I've done - [ 20131-[2014]-[2015]-[2016]-[2017)-[20181-[2019]-[2020)

My Pastebin Posts
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Analyze suspicious files and URLs to detect types of malware,
automatically share them with the security community

FILE URL SEARCH
By submitting data below, you are agreeing to our Terms of Service and Privacy Policy, and to the e

sharing of your Sample submission with the security community. Please do not submit any
personal information; VirusTotal is not responsible for the contents of your submission. Learn more.
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Evidence

The seized evidence has been processed for you by the ingest team of the crime laboratory. You have been
provided with the following data:
* Carry's phone on 2012-07-15 [ZIP] [FTK Logical Dump]
* Carry's tablet on 2012-07-16 [EO1] [TAR]
+ Email messages generated by the spyware installed on Tracy’s Macbook Air and that were periodically
emailed to Joe [ZIP]
e Tracy's phone on 2012-07-15 (encase) [L01] [ZIP]
« Tracy's phone on 2012-07-15 (other extraction tools) [EO1] [tar]
s Tracy's external hard drive [E01]
* Tracy's home computer [E01] [E02]
« Exterior Network Packet Dumps
exterior 2012-07-06 exterior-2012-07-06.pcap
exterior 2012-07-09 exterior-2012-07-09.pcap
exterior 2012-07-10 exterior-2012-07-10.pcap
exterior 2012-07-12 exterior-2012-07-12.txt

o o o o

* Interior Network Packet Dumps

interior 2012-07-06 interior-2012-07-06.pcap
interior 2012-07-09 interior-2012-07-09.pcap
interior 2012-07-10 interior-2012-07-10.pcap
interior 2012-07-12 interior-2012-07-12.txt

o o o o
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AWS and Azure

https://docs.microsoft.com/en-us/azure/architecture/aws-professional/services

Follow me in Twitter Connect with me via LinkedIn


https://twitter.com/DalalHarthi
https://www.linkedin.com/in/dalalharthi/
https://sites.uci.edu/dalal/
https://docs.microsoft.com/en-us/azure/architecture/aws-professional/services

(D)

& https://docs.microsoft.com/en-us/azure/architecture/aws-professional/services *) O

Dalal

Al and machine learning

wy title
Ivicw . . -
- AWS Azure service Description

fices comparison service
for GCP Professionals

. SageMaker Machine A cloud service to train, deploy, automate, and manage machine
: Azure Well-Architected . )

Learning learning models.

rk
atterns Alexa Skills Bot Build and connect intelligent bots that interact with your users
gies Kit Framework using text/SMS, Skype, Teams, Slack, Office 365 mail, Twitter, and

other popular services.
lachine Learning

ics Lex Speech API capable of converting speech to text, understanding intent,
hain Services and converting text back to speech for natural responsiveness.
ite Lex Language Allows your applications to understand user commands
ners Understanding contextually.
(LUIS)

ises
per Tools Polly, Speech Enables both Speech to Text, and Text into Speech capabilities.
s Transcribe Services
wvailahilit -

Y Rekognition Cognitive Computer Vision: Extract information from images to categorize
.ad PDF Services and process visual data

Face: Detect identify _and analyze face<in nhotog
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dInfrastructure Team &iadl) dgdl 3 % Jie Loadl gAY G (e aaedl 6 5imy 35 <Excellence (CCOE)
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Secret <5l JMA (e clgmpan 2SN Gl yall @S 5,000 (4)5 <Python or Lambda Functions
.KeePass, LastPass, and HashiCorp Ji Managemt Tools

LastPass ..« rl-lJ HaShiCOI'p

KeePass
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AWS Certifications awsecertified

Professional

Two years of comprehensive

aws o
certitied

Specialty

Technical AWS Cloud experience in the

Solutions DevOps

experience designing, operating, Architect Engineer Specialty domain as specified in the

and troubleshooting solutions Professional Professiona exam guide

using the AWS Cloud

A 1 t awsa awsa
SSO C | a e awss awso aws o

rertitied certified prtified Advanced Big Data

One year of experience solving Solutions SysOps 2 Networking 9

problems and implementing Architect Administrator wewe Specalty Specis

Assocate Associate Assocate

solutions using the AWS Cloud

Architect Operations Developer

Foundational

Six months of fundamental AWS Cloud
Cloud and industry knowledge Practitioner

aws o

eriified

Cloud
Practitioner

awso
ertitied

Machine Alexa Skill
Learning

Specklty

Builder
Speciatty
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70-533 AZ-102
Implementing Azure Azure Administrator
Infrastructure Solutions Transition

AZ-900 AZ-103
Azure Fundamentals Microsoft Azure
Optional} Administrator

AZ-900 AZ-203
Azure Fundamentals Developing Solutions
for Microsoft Azure
(Optionsd)
AZ-900 AZ-500
Azure Fundamentals Microsoft Azure
Ootesst Security Technologies
70-535 AZ-302
Architecting Microsoft Arure Solutions Architect
Azure Solutions Transition
AZ-300 AZ-301
AZ-900
Aniire Fuidamentals Azrure Auhvf«l Azure Architect
Cotisan Technologies Design
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Associate Professional G Suite

s Associate Cloud Engineer . professional Cloud Architect Suite Certification
» Professional Data Engineer
* Professional Cloud Developer
* Professional Cloud Network
Engineer
* Professional Cloud Security
Engineer
* Professional Collaboration
Engineer

Recommended Experience

6 months+ hands-on 3+ years of industry experi intended for individuals
experience with GCP ence including 1+ years who have experience using

designing and managing G Suite technology
solutions using GCP
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Security Devices

Servers and Hosts
Network & Virtual Activity

Database Activity

Event Correlation
Offense
Activity Baselining & Identification

Anomaly Detection

Application Activity

Configuration Info
Vulnerability Info

User Activity
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Server Logs

System Logs

Normalize Log
Data
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:Penetration Testing and Ethical Hacking (3_5a%) JLsdl g (SSAY) 5l 5ay) tlaald
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OWASP Top 10 - 2013 (> | OWASP Top 10 - 2017

A1 - Injection A1:2017-Injection

b
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Attackers can submit malicious HTML instead of

H el IO ’ M nemosyne| “expected” input, causing the web application to

behave in unexpected ways.

In this example, a user added an HTML element that
causes JavasScript to execute when the user passes
their mouse over the name Mnemosyne.
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Vulnerability: Reflected Cross Site Scripting (XSS)
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What if | typed <script>alert("HI")</script>

What if | typed <Script>alert(document.coockie)</script>
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